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—. RIfIRLR

oS Ubuntu 22.04 TLS
MySQL 8.0+

php 8.0+

python 3.10

Whisper Al Docker latest

Yt package Yt-dlp latest

Cron service enabled

AutoStart at boot

Whisper Al docker

—.ZTEEEN

Resumable E

composer require dilab/resumable.php

server folder must contain 2 sub-folders named ‘tmps’ & ‘uploads’

tmps is for resumable chunks

merged chunks(file) will be saved in uploads

AHEEIEE  Youtube

B v

21.mp4

21.34MB

FCPXML ‘ msl|

_}.1
g
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—=. phpExiE

pload max filesize = 5G
post max size = 3G

max_ input time = 3000

max execution time = 3000

/4. Crontab %7€ (check if any pending task)

/etc/crontab or S$Scrontab -e
every 10 seconds)

(

* * % * * yww-data php /var/www/html/soshow.app/nn_video/server/check ai.php

* * & % * yww-data sleep 10 ;php /var/www/html/server/check ai.php

* * x x % yww-data sleep 20 ;php /var/www/html/server/check ai.php

* * & % * yww-data sleep 30 ;php /var/www/html/server/check ai.php

* *x x x * yww-data sleep 40 ;php /var/www/html/server/check ai.php

* * & * * yww-data sleep 50 ;php /var/www/html/soshow.app/nn video/server/check ai.php
Activate new crontab : Service cron reload

. FERFEREESZ Whisper Al &3¢

1. cpuRk ECIERE PR HIER TE

Itb R #6585 A openAl B Whisper Al 4 8 83X#H], Al FRKRK CPU(GPU) RiLiEREIR, AR RHMAEAE,
AR B AERAGRS Al UERIZEE, [RAI EF—FRH R 88H — @ whisper AIFFE K ETRE (Hepuk iEiEEe
RIERE) MBIAIEFETEH Bopus ABB60%HRECREERIGT R , REFRGFHKITS, ERRT—EAIT
EErl. BIRIRER, TEEITT—E,

2. Whisper Al #R325FZ 28 :

EREE FTEEMR/ICIER A1#EA GPU & VRAM ERt iR, EFEEER), R/ ERAITREETAR
= BEENERBREFEFTEMRZRE.

Tiny : 2G

Base : 4G

Small: 6G

Medium :8G

Large : 16G

FAEREENBEEME  REERREER A TR/ EREN2ELL, FREAZEAZSREENE FHREX
BER BT A hanglE , SENEIEFN Wii¥swappingd , REERE, BXTE,



2024/07/08FE % -
server/check_ai.php
TEMEER 7S

/1A% TE& 7 (up to which Whisper Model you use)
$multi_user=4; //BREI&x K32

ERAMERLY, FHREHEMNREFR FETIE, REMEX EREABS, SIaEmMa/D,
ARFEIE, iWERET "ARES" FRELEAAIT, EFZH GPUERERIKTE Y M,

AFKRE GPU BIR:

$nvidia-smi

3. Al {REI AR 75 = SR Bl R EN

docker run -d -p 9000:9000 -e ASR MODEL=small -e
ASR ENGINE=openail whisper
onerahmet/openai-whisper—-asr-webservice:latest
(replace small with available model you want)

Whisper $EE official description :

Size Parameter English-on Multilingua Required Relative
S ly model | model VRAM speed
tiny 39M tiny.en tiny ~1 GB ~32x
base 74 M base.en base ~1 GB ~16x

small 244 M small.en small ~2 GB ~6X



medium 769 M medium.e medium ~5 GB ~2X

large 1550 M N/A large ~10 GB 1x

4, BEPITERESDEZR(cpu mode) :(EHBE, PITRE RELREREMTHE
)

Cpu RAM (G | Audio Audio model Time note
core ) size (M) length (s)
2 4 3.25 3:32 tiny 35
2 4 3.25 3:32 base 121
small 151
mediu Swapping heavily
m (cpu & ram alert)
After 1 hr , not
crashed, but job
not completed.
large

BEMER baselERE | Tiny REAE, BRRBEFTEATEIHFEKRS. ZFRATH,

Cpu 2 cores + 4G Ram should be limited at model small.

5.Whisper Al R &

EEHITHH docker : $ docker ps

Stop docker container : $ docker container stop

dreamy archimedes (name)

Fi&idocker : docker run -d -p 9000:9000 -e ASR MODEL=small -e
ASR ENGINE=openal whisper
onerahmet/openai-whisper-asr-webservice:latest



MREHE cru IRIET ., EifwWhisper AT Docker

sudo docker run -d --gpus all -p 9000:9000 -e ASR MODEL=base -e
ASR ENGINE=openal whisper
onerahmet/openai-whisper-asr-webservice:latest-gpu

MBARFEA docker AIEERE open AI whisper (RfiWZEE python & pytorch )

Spip install -U openai-whisper

Command line example : whisper uploads/sZ1715745491.mp3 --output format srt
—-—output dir srt
*If you are using installed whisper , be careful about permission issues.

When you install whisper via pip , it uses “.cache/whisper” under your home directory
(who you are ?)
So , for php(as www-data) to run exec whisper , remember to assign permission

to www-data
*depends on which user you are while you installing whisper , you may get this
msg :WARNING: The script whisper is installed in '/home/33j449/.local/bin' which

is not on PATH.Consider adding this directory to PATH , add path permanent,
system-wide :

$sudo nano /etc/environment , then add path (if you are root use :sudoedit /etc/environment
And use your own pass )

To make path active : $ . /etc/environment or $source /etc/environment

Moreover , this user must be in group www-data , add user to : $usermod -a -G www-data user
If still not work after assign www-data group , then give srt folder permission to that user
install/run whisper : $sudo setfacl -m u:jj449:rwx srt

7% MySQL &R BRI 5% %

AENESHRE RBMEEEclientii Browser$iserverin HHAIREEE' REikMysSOL
connection PRHFILBENE.,

/etc/mysql/mysgl.conf.d/mysgld.cnf (or maybe somewhere else)
Find “max connections” , change it to any value you want , ex:10000.



+ . B Webassembly Z& 4% E

Cross-Origin Isolation needed .

W,7A7E web appB kT .htaccess Lt
EEEE

| |(2) htaccess

| | --standalone

O

fhacchec3H0532ab.h...
@ achat-0723-1 html
L achathtml
[ZFladanter is

F

Header add Cross-Origin-Opener-Policy "same-origin”
Header add Cross-Origin-Embedder-Policy "require-corp”

J\. API 28R :

1. BIEEEsrtF R

Endpoint https://35.229.140.182/asr

Methos post

Parameters

encode Encode audio first through ffmpeg

boolean Default value : true

(query)

ask Available values : transcribe, translate

string Default value : transcribe

(query)

language Available values : af, am, ar, as, az, ba, be, bg, bn, bo, br, bs,

S(tfing) ca, cs, ¢y, da, de, el, en, es, et, eu, fa, fi, fo, fr, gl, gu, ha,

e haw, he, hi, hr, ht, hu, hy, id, is, it, ja, jw, ka, kk, km, kn, ko, Ia,

Ib, In, lo, It, Iv, mg, mi, mk, ml, mn, mr, ms, mt, my, ne, nl, nn,
no, oc, pa, pl, ps, pt, ro, ru, sa, sd, si, sk, sl, sn, so, sq, sr, su,
sv, sw, ta, te, tg, th, tk, tl, tr, tt, uk, ur, uz, vi, yi, yo, yue, zh




initial_prompt
string
(query)

Initial_prompt ex:#&2# 3 and English only

word_timestamps

Word level timestamps

boolean Default value : false
(query)
output Available values : txt, vit, srt, tsv, json
s(tring) Default value : txt
query

Request body(*required)

audio_file * *required
string ($binary)
Responses
200 Successful Response
Media type
application/json
Controls Accept header.
Example Value
Schema
422 Validation Error
Media type
application/json
Example Value
Schema
"detail': [
"msg": "string",
"type": "string"
Y|l St Xz pAh S| =
| YA o' =1 =
. #J:I':nﬁk =] *EEII:II:I =
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Endpoint https://35.229.140.182/detect-language
Methos post

Parameters

encode Encode audio first through FFmpeg
b(goierayf; Default value : true

Request body(*required)

audio_file * *required
string ($binary)
Responses
200 Successful Response
Media type
application/json
Controls Accept header.
Example Value
Schema
"string"
422 VMedia type
application/json

Example Value
Schema

"detail": [

"loc": [
"string",

"msg": "string",
"type": "string"

11




3. Youtube URL API

Endpoint https://media-tools.nownews.com/server/auto_yt.php
Methos get/post

Parameters

url Url of Youtube video

string

(query)

Request body

no

Responses

200

[{"error code":"0","file id":"CY1716503586","audio url":"htt
ps:\/\/nn-video.soshow.app\/server\/uploads\/CY1716503586.mp
3","srt":"https: /nn-video.soshow.app\/server\/srt\/CY171§

503586.srt", ”xml”'”https \/\/nn-video.soshow.app\/server\/fqg

oxml\/CY1716503586. fcpxml","txt":"https:\/\/nn-video.soshow.
app\/server\/txt\/CYl716503586.txt”}]

Error code

: no error , request successfully

: can not capture video id (may caused by wrong url)
: can not extract video title ,try again later

: can not extract video’s thumbnail ,try again later
Insert video’s metadata failed

Timeout . Can not complete task , maybe file size
overload

L)'l»b(,o[\)l—‘o

504

CDN timeout

4. Clear queued API

Endpoint https://media-tools.nownews.com/server/clear_queued.php
Methos get/post
Parameters

12




action 15815

string 25%@555'%1?5”

(query)

Request body

no

Responses

200 [{"error code":"0","result":"queued task cleared"}]

Error code

0:
1:
2

no error , request successfully
clear queued task failed
no action assigned

13




N | e iR

1. &7 -

tar cvpzf backup.tgz --exclude=/proc --exclude=/lost+found
—-—exclude=/backup.tgz --exclude=/mnt --exclude=/gcs /

R 2HEN BME /gcs/backup.tgz o
A& docker BN, FEE /mnt /gcs

2. =R

ERBET / Lroot& 4 (sudosu), 1T :
tar xvpfz backup.tgz -C / (EEHMERKHEHESESE)

14



Bif—. JREEHEAI(White Box Testing with Nuclei)

55— R4gEiAl 2024/05/17

nuclei.exe -u https://media-tools.nownews.com
— /17— ()

[N 1\

11777017171 17

[ NN/ N\__/_] v3.2.7

projectdiscovery.io

[INF] Templates loaded for current scan: 7957

[INF] Executing 7957 signed templates from projectdiscovery/nuclei-templates

[INF] Targets loaded for current scan: 1

[INF] Templates clustered: 1483 (Reduced 1402 Requests)

[dns-saas-service-detection] [dns] [info] media-tools.nownews.com ['ryfe5t4q.cndns.digicentre.com']
[caa-fingerprint] [dns] [info] media-tools.nownews.com

[INF] Using Interactsh Server: oast.fun

[tech-detect:google-font-api] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:x-content-type-options] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:x-permitted-cross-domain-policies] [http] [info]
https://media-tools.nownews.com

[http-missing-security-headers:cross-origin-embedder-policy] [http] [info]
https://media-tools.nownews.com

[http-missing-security-headers:cross-origin-opener-policy] [http] [info]
https://media-tools.nownews.com

[http-missing-security-headers:permissions-policy] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:x-frame-options] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:referrer-policy] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:clear-site-data] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:cross-origin-resource-policy] [http] [info]
https://media-tools.nownews.com

[http-missing-security-headers:strict-transport-security] [http] [info] https://media-tools.nownews.com
[http-missing-security-headers:content-security-policy] [http] [info] https:/media-tools.nownews.com
[waf-detect:akamai] [http] [info] https://media-tools.nownews.com

[smtp-service-detect] [tcp] [info] media-tools.nownews.com:25

[ssl-issuer] [ssl] [info] media-tools.nownews.com:443 ['Let's Encrypt']

[ssl-dns-names] [ssl] [info] media-tools.nownews.com:443 ['media-tools.nownews.com"]

£ % InfoFik , FRR,

15



[t —=. GCP VM L4 HIE 20240709

}8 = :video_file_size:5598.97MB

=g

EE 01:05:14
SEEEE 1280
EEEE 720
EREE  11864kbps
ZUTEE 1199 kbps
EREE  S00EE
L

{UmiE=  126kbps
|is 2 (UBEE)
SEREEE 44100 kH=
YE3R

HIRNEIEZITEHE 4

INEANEY $4THFRE, 4T index_test.html, $1T5E 25, 7Econsole.logth, FALLTBEFRAGET,
BNAIER{SE BFREEE, 3 5+ & H TR
1

start process local :1720477455935(% 332 7 B & B 1)

Start extract audio:1720477455935(local®2 F #i BExmp3 B 45 B )
Complete transcoding big :1720477673911(local £ /5 # Exmp3#& 2= B fE])
all done :1720477911080(& &} F2 K #& SR A 1)

“— O Q El https://media-tocls.nownews.com/index_testhtm A

VA SHITE sz Youtube &3

4 4 NOWNEwS

232 £ Join_file_040130815.mp4 ENSESTHE

Join_file_040130815.mp4 SEAK
5598.97TMB
B 0:00/1:.0514 L D] .
U= i ERERE 2024-07-09 06:31

16



2.
start process local :1720479781406
Start extract audio:1720479781407

Complete transcoding big :1720480287956

all done :1720480486881

&« c 23 media-tools.nownews.com/index_test.html
B Ethernal - Open-s... € forbo e/big-dippe... [Vl General Requirem... {}

VA SHEIE & =

Ethplorer - Ethereu.. € sthereumjs/ethere.. B Mobile API|Go E @ Dashb

Youtube

4 4 NOWNEws

Join_file 04013081

SRT

i

s

=

i

Join_file_040130815.mp4

b
£

5.mp4

5598.97MB

FCPXML ‘

2024-07-09 07:14

17



cpu dram GPU VRAM local&4E | Al g1
i5-7500 16G GTX-1060 | 6G 218%) 237 455 #
i3-3427 8G X X 507#%) 198 705%
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Bt =. RBTREER

(EFE debug BFfEprodig:s, EE & RuserfF AR AEZE )

1. IR RFEZEREL user £ A : ¥ index.html & auto_yt.php 24 Bl &)
2. INEREZE debug check_ai.phpiEa X :

FiEEX

5 #B& crontab T{F

I | crontab - §E§$I

EBEFR HEE BI0) wEV) #=H

# Jetc/crontab: gystem-wide crontab

# Unlike anvy other crontab wou don't hawe to run the “crontab’

# command to ingtall the new verzion when wou edit thiz file

# and files in /etc/cron.d. These filez alzo have uzername fields,
# that none of the other crontabs do.

SHELL=/bin/sh

# You can also owverride PATH, but by default, newer verzions inherit it from the environment
FPATH=/vgrd localfebin: fugrf localdbin: febin: /bin: fusrdfebin: fusr/bin

# Example of job definition:

wiw-data php /var/www/hin
Wy
Wy
Wy

Yy

S minunte (0 - 597

S hour (0 - 23)

2 I davy of month (1 - 31)

-2 R (R month (1 - 12) OR jan,feb,mar,apr ...

i I I I I [-——— day of week (0 - &) (Sunday=0 or 73 OF son,mon,tve,wed,thu,fri,=at

# ¥ *F ¥ F ¥ gamer_pane command to be executed

17 * X oot cd /&% run-parts --report fetc/cron.hourly

25 6 ¥ X oot test -x fuar/sbinfanacron |1 { ed / &% run-parts --report fetc/cron.daily )
A7 & ¥ 8T root test -x fuerfebindfanacron || ( ed / && run-parts --report Jetc/cron.weekly )
b b I+ root test -X fusrfsbln!anacron [ cd [ &@ run-pafts --report fetcdoron.monthly )
E * X * ' o - q

E F4

E ®

E *

E ¥

E 3 ¥

wyw-data zleep 50 :php fvardwwwdhtml/ ze

sudo service cron reload

YEESTREX1E crontab ifi sudo service cron reload,

19



B BBRIT SR EbatchfF 5

1.E 9 admin.html

& c 22 nn-video.soshow.ap@admin.html

A cthernal - Open-s.. ) forbole/big-dippe...  [il General Requirem...

nn-video.soshow.app B+

i 4 NOWNEwWS

FitRTIEEE unknown
youtubelT3IFEE unknown
BT
TERTHNEERIE batchfe%  BETZEERTAIEE  ILEEUERINSE A ABERA
==

2. FBRITHI AP

https://media-tools.nownews.com/server/clear_queued.php?action=2

action=1 => %lﬁ’ﬁ"ﬁﬂ
action=2 => ZE EFRT5I

ERZER R API FRBA,


https://media-tools.nownews.com/server/clear_queued.php?action=2

BB RIRISE/ AR B
1. 2024/07/15

RR/RZR : LieFR REHKS LKA ERHB docker thHERK
B a5 TS 61 (BT REFNAPI B3R %K & 1E

<« &) 2% media-tools.nownews.com

* O

‘ __ [ Dashboard - MINE. [l https//pacl btcco » O =
media-tools.nownews.com ET

B Ethernal - Open-s

) forbole/big-dippe 1] General Requirem

il
il

=

[E @ top ¥ & Y Filter
d‘ NﬂWNEWS 1 lssus: M1 @

- EEESSEESAE ik [0 Console 3 ©141 @1 8 I >
VA 5HiiE e diept
AEEE  You

EE e » i= 7messages 4 The media-tools.nownews.com/:6
i = =F= JE R key "target-densitydpi" is not
BIFEE Eaatall S ) L4 ® Suserme.. stpcr:ef. vae
> ® T error @ Failed to /favicon.ico:1 (@
3= A load resource: the server
. ‘QEEE'}E'}E@ » A 1waming responded with a status of 484
FoNEREC G HIERE r @ sinfo 0
& MNoverbose FFmpeg exist
ffmpeg ready
L\\) start load
1721821546541
I FFmpeg loaded
Efq:ﬁAIE’% :11721821550897
check_exist :Y {index):1479
>

AIER: ThREIE B #01T, FTLIALZ A RERE,
- c 23 media-tools.nownews.com

0 Ethernal - Open-s.. ) forbole/big-dippe..  [7] General Requirem_. ) Ethplorer - Ethereu..

. €) sthereumjsfethere.. W Mobile API |GoEt.. @ Dashboard - MINE.. [l ht

e

PRASHEIE sz Youtube

. 4 NOWNEwS

g3eaE 21.mpa ENEESIHE[2 v|

21.mp4 SERE
=N 21.34MB
FEED T TXT
P 0:.00/3:32 <) ) N
= EN - TR 2024-07-1513:37
i c i

media-tools.nownews.com/server/auto_yt.php?url=https://www.youtube.com/shorts/mjOdmzegdbc

B cthernal - Open-s..  €) forbole/big-dippe...  [1] General Reguirem... {} Ethplorer- Ethereu.. €) ethereumjs/ethere.. B Mobile AP |

{error_code":"0""file_1d":"ucl1721022688 " audio_url":"failed"."srt":"failed""xml":"failed" "txt" "failed"}

APLiEX EF, EFHIRHE Eyoutubes: BB FEHE,
i API IRE BRILITERAR

[{"error_code":"0""file_id":"uc1721022688" "audio_url":"failed"'srt":"failed"'xml":"f
ailed""txt":"failed"}]

21



AfE failed AR HHIET

FELLRAPI |, &&E| [BIfE 41 failed, S5 BN ILEAIHER P FEE, HigUE
, I FHEET W APIE S 24 youtube F ik FIRF I EE &K o

fi# ;& : BH #Myoutubeus’ A &18 P2, BEMKIE, P FEELZH 3~5 proxy 14
%18 + 2 fEEIE T & Ndelay (youtubeil E 18582 E &R 5> & tb 2 A B —Fh%4, (EEES
EZHEARXK)

2. 2024/07/15
[RE/IRZR :

& ¢ [ 2 media-tools.nownews.com

& crawle -Gitlab [ Appium EER _ _ camgosll @ EEEE2S @ DataTable
media-tools.nownews.com &~

1 WHE O ENSHEE - Go.

970ua1721023541957.mp3 is too small, please upload files larger

il 4 NOWNEwS

f=ei -t testtest=E.mpd

= testtest=E.mpd OEE%EH:
ER# 2.68MB
sEEx SRT FCPXML ™T

e i SERLESE

0:00

ERE EELEF
fRR R LEZITEE ATLIRE
22



<« < 23  media-tools.nownews.com

& cthernsl - Open-s ©) forbole/big-dippe. I¥1 General Reguirem { Ethplorer - Ethereu €) cthereumjs/ethere ¥ Mobile AP | Go Et @ Dashboard - Ml

A e = o] KR =
il 4 NOWNEWS %

EiFEs= ES-S-EnUEES

FEEREN, FAR LEZIHERE
GEHEEE, I EESTHEETRE, HAEL1 EXT2RHE,

3. 2024/07/29 #EERyoutubef Friz 1E/E. fEE. T8 WiE

BN A9 33 18/ server/auto_yvL.phpfurl=n s/ fwwwyoutube.com/watch?v=eKjaukKFOcnw
¢« > ¢ n (gD 104199.133.18/ fauto_yt.php?url=httpsy//www.youtub /watch?v=eKjaukFO

Pt LARE € 2 7k

23



LI &RERHTIE proxy 55

7£ ubuntu T (Lt L118.045 %], HibfRARthZETR L)
Ssudo apt update

Ssudo apt install squid

Check squid status :

Ssudo systemctl status squid

4 ar
A e

0 02:20:56 UTC: 19 ago

BIfEFip

S$Sudo nano /etc/squid/allowed_ips.txt

#8—1{E proxy user : jj449/freed49
Sprintf "jj449:S(openssl passwd -crypt 'free449')\n" | sudo
tee -a /etc/squid/htpasswd

il.zozhow.ag id[24273]: Squid Parent: [ id-17 pro 24275 started

intf "jid penzsl p 1d -crypt ' freeddd' iy e —a fetciaquid/hte

Enable Auth :

Ssudo Nano /etc/squid/squid.conf

EEEERKX, ZERRBEFSH ctrltw © g
MAEEEAR fIF&EES D

#...

24



auth_param basic program /usr/Iib/squid3/basic_ncsa_auth

/etc/squid/htpasswd

#L1_E newer version without 3, ex: 22.04
auth_param basic realm proxy

acl authenticated proxy_auth REQUIRED

acl allowed_ips src "/etc/squid/allowed_ips.txt"
#...

#http_access allow localnet

http_access allow localhost

http_access allow allowed_ips

http_access allow authenticated

# And finally deny all other access to this proxy
http_access deny all

% & port
Ctrl+w “ # Squid normally listens to port 3128"

nttp port 3128

Restart squid
Ssudo systemctl restart squid

ZIIAl prod E % £ BIEK proxy:E#R :
curl --proxy http:/jj449:free449@198.74.52.234:63128/ https://www.google.com

EREZ Ol LUE & proxy HEX youtube& ¥ :

Jyt-dlp --get-title --skip-download --proxy
http://jj449:free449@198.74.52.234:63128/ --sleep-requests 3 --sleep-interval 10
https:/www.youtube.com/shorts/peQYevLHVRU

& B proxy
Jyt-dlp --get-title --skip-download --sleep-requests 3 --sleep-interval 10
https:/www.youtube.com/shorts/peQYevLHVRU

25


https://www.google.com
https://www.youtube.com/shorts/peQYevLHVRU
https://www.youtube.com/shorts/peQYevLHVRU

FXIHMER, =7~ proxy works .

% proxyfl A &&{E : check_ai.php , handle_yt.php , auto_yt.php
FRIE R, 3% “--proxy” 151 proxy INARE .

Fi GCP/AWS f#proxy A K&
A LLA B B EE 8T 5180 linode(Akami) , EBHREEAHE, $6/M, H2THE.,
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